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Abstract 

  Web browsers allow users to access aspects of the Internet via the World Wide Web.  

Nearly all types of transactions can occur online today:  banking, shopping, education, 

communication, etc.  Web browsers facilitate the completion of these transactions, but they also 

provide a means of keeping one's personal information private.  When users attempt to send 

information through the World Wide Web for some operation, the web browser displays a 

security warning informing the user that they may be doing something unsafe.  These displays, 

however, are often unhelpful, vague or inappropriate.  Thus, users become frustrated and quickly 

learn to ignore or remove these warnings.  By evaluating various interface designs, it should be 

possible to determine what design methods are effective for security applications in web 

browsers. 

 This project serves to develop methods of security interface design that will capture the 

user's attention without interfering too heavily in their work.  To accomplish this, I plan on 

constructing an application that generates security messages of a different design and determines 

its usefulness.  Users will be confronted with displays of a different color, size or shape, 

depending upon the severity of the security problem that arises due to the action they try to 

accomplish.  The effectiveness of these displays will also be tracked to try to determine how long 

it takes before they are ignored or turned off.  The results of this evaluation should serve to help 

create a set of design rules for web browser security interfaces.  It may also be possible to apply 

this study to other security applications since they also suffer from the same interface issues as 

web browsers. 
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Glossary 
 
What follows is a list of definitions for terms that may be useful when reading this proposal. 
 
ActiveX Control - A program used on the World Wide Web developed by the Microsoft 

Corporation from existing program components.  These controls are programs that bring 
new features to a specific web page and are thus download automatically when a web 
page using one is loaded [5:263]. 

 
CGI (Common Gateway Interface) - CGI scripts are server side programs which have the 

capability of returning information that is generated based on input (dynamically) rather 
than already generated information (statically) [5:273]. 

 
client - Refers to the local computer or computer system the user is using at that moment. 
 
cookie - A method of providing web browser process history to a server.  Cookies are useful for 

web sites like shopping areas that need to keep track of what a user has ordered between 
web pages on the web site.  Cookies were developed by Netscape Communications 
[2:193]. 

 
Java (and Java Applets) - Java is a programming language developed by Sun Microsystems.  

Java applets are Java programs that often run on web servers and downloaded when a 
web page specifies it needs it.  Java applets bring new functionality to web pages [2:198] 

 
JavaScript - JavaScript is usually written into the web page being viewed and also adds 

functionality to the page.  It may open new web browser windows or download Java 
applets for the page's use [2:198]. 

 
server - Refers to the remote computer or computer system trying to communicate with the user. 
 
SSL (Secure Sockets Layer) - An Internet protocol developed by Netscape Communications.  It 

allows clients and servers to communicate securely over the Internet.  SSL also allows 
both parties to know, for certain, that they are communicating with each other and not a 
third party impersonating one of the parties [5:133]. 

 
user - Refers to the person using a computer or software system. 
 
web browser - Refers to the software that facilitates exploration of the World Wide Web. 
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I.  Rationale and Objectives 
 
 In today's world, web browsers are an integral part of our everyday lives.  They assist us 

in our daily errands as well as trying to protect us from malicious users.  The methods of 

protection, however, are not completely adequate and are not used to their full potential by users.  

This lack of use is perpetuated by the fact that the intended helpful warnings and displays are 

poorly received and often ignored.  If a proper interface can be developed, users will be able to 

more easily make use of existing security measures.  My project will create an application to 

evaluate different security display types to try to determine the most effective method of offering 

users this important information. 

Rationale 
 
 Since its birth, the World Wide Web has been one of the most accessible parts of the 

Internet.  Today, more and more services are available online, making it easier for people to do 

daily errands from the comfort of their own homes.  This convenience also poses a problem for 

the general public, however, since much of their personal information could be available to 

malicious parties.  Web browsers have a built-in defense against such tactics, providing warnings 

when users try and send information unencrypted somewhere and configurable security settings 

with options for different types of online operations.  These measures, however, are not enough. 

 Security settings assume that the user has some knowledge of what they mean, what they 

do and how they work.  People who browse the web often do not understand the underlying 

concepts of web security and do not care to learn.  The default settings usually are not changed, 

which may not provide an adequate level of protection for online transactions.  The obscure 

nature of the security settings is not the only problem, however.  Warning screens display when  
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Figure 1.  Screen capture of a Netscape® Navigator security warning.  2000. 

 

users do something deemed "unsafe" by the web browser, but these screens are often ambiguous 

or inappropriate.  Figure 1 shows a typical Netscape® Navigator security warning.  Entering 

parameters into a library search field generated this particular warning.  I did not feel it was 

necessary to encrypt those parameters, yet a security information screen displayed.  Since 

security messages in web browsers are general, applying to several cases of possible security 

breach, the screens display at times where it is not necessary, interrupting the user.  More often 

than not, users become frustrated at the messages because they do not apply to their current 

operation and disable the alerts completely.  This is an undesirable consequence because the 

alerts are sometimes correct, but if they are disabled, the user is never informed.   

 The evaluation implemented in this project will provide information to aid in designing a 

better security interface to make the user take notice of the correct security alerts and takes 

appropriate action.  I believe it is necessary to delve deeper into the mechanisms for determining 

when and which security alerts display.  It is not sufficient to display the same type of warning 

for different levels of security breaches.  All of the security warning windows in web browsers 
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look alike in shape and color.  Thus, it is possible for users to believe they are seeing the same 

security alert and automatically select the affirmative option without looking, even if the 

messages may be conveying different information.  Perhaps it would be more effective if more 

severe security breach operations were colored differently.  That is, if some web page has an 

object that exploits a browser's weakness and attempts to tamper with the user's local files, a 

security warning in a red box would appear, rather than the standard browser color. 

 Aesthetic modifications may not work, however.  The user would not be used to seeing a 

different kind of dialog box displayed and would take notice the first time, but the goal is to 

make sure the user pays attention all the time.  User interface design methods must be taken into 

account, but these methods are not completely adequate for security applications.  When 

designing user interfaces in general, it is not necessary for the developer to understand the inner 

workings of the product to make it useful.  With security applications, however, the developer 

should know how the product works, in terms of security, in order to develop an interface that 

will take advantage of those features.  Additionally, if the developer does not understand how the 

application should work, then the interface may not interact with the security part of the software 

correctly resulting in the user's data not actually being secure.  Research into interface design for 

security applications is fairly new, and there is not much literature available on this subject [10].  

This project may help broaden the field, or at least add positively to the community. 

Objectives 
 
 There are several goals in this project, most of which deal with evaluating users' reactions 

to different types of interfaces.  The other aspect of this project involves interpreting the results 

from user testing.  These objectives are summarized as follows: 
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• Create an experiment that has a user perform some task while running a Java test 

application in the background that generates false security messages.  The 

messages should be false so as not to actually inflict harm onto the user's 

computer and also to implement the changes necessary to observe the user's 

reactions.   

• Gather a group of test users of different computing ability. 

• Develop a list of evaluation criteria.  Items should include situations such as how 

long it takes before a particular type of security message is ignored, whether or 

not the test user investigates further when a severe warning occurs, etc. 

• Develop a list of recommended design issues to focus on for more effective web 

browser security interfaces. 

II.  Preliminary Impact Statement 
 

Users of web browsers are the primary audience for this project and will encounter any 

changes that are made due to the design methods developed.  These users only represent a 

specific group of people that this project will affect and it may be possible to use the results for 

other security applications as well.  Changing the interface that web browser users see when 

confronted with security issues may also cause more problems than intended.  If the interface is 

constructed well, however, users may learn more about what they are doing in their online 

transactions and take more interest in their personal protection. 

User Responses 
 
 In a broader view, the development of a meaningful interface for security settings can be 

scaled for other uses, especially when a user's input is necessary.  Software that requires 
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notifying users of changes or potential hazards also needs to employ the same tactics evaluated 

in this project to get the user's attention and evoke the proper response.  In other security 

applications, not all situations require high priority, just as in web browser security warnings.  

When a sufficiently severe situation arises, however, the user not only needs to see the alert, but 

also needs to understand why it appears and what to do when given the alert. 

Annoying Features 
 
 If this evaluation results in a redesign of web browser alerts, the changes to the interface 

may not produce intended effects.  Different companies may also implement a new design in 

different ways.  In many cases, users of popular software are used to the way the program 

behaves and are easily annoyed at new features or existing features brought on by a new design.  

If the design of the security settings interface or its behavior is substantially different from what 

exists in current web browsers, users may be annoyed with those changes and pay even less 

attention to the warnings or signs that something is amiss.   

Educated Users 
 
 If the application I create can help determine what security interface designs are effective, 

and new designs are implemented, users will be able to better protect themselves online.  

Warnings that catch user's attention properly will stop them from making mistakes during online 

transactions and may compel them to be more cautious.  Also, since it is the user's personal 

information that is at stake, if they can see that something potentially bad could happen to them, 

they may take a more active interest in research and development for online security. 
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Overall Assessment and Recommendations 
 
 This project has the potential to affect a wide range of people.  Since this project will 

only evaluate certain aspects of security interface design, I recommend that a further and broader 

study occur to complement the information gained here.  It may turn out that the results I 

compile may only effectively apply to web browsers, but I hope that it will at least induce others 

contribute more for the research of security application interfaces. 

III.  Review of Relevant Literature 
 
 The design of practical user interfaces for security applications is difficult for computer 

software developers.  In many cases, the actual functionality of the security enhancements is lost 

or the interface itself is inadequate to convey the security protection offered.  The problem 

increases when users of varying computer abilities use the same product.  Security programs 

require some knowledge of the protocols used to effectively protect users and are often difficult 

for "beginning" or "intermediate" computer users to utilize.  This section of the proposal will 

describe security policies existing on the Internet and how they affect users.  Current methods of 

user interface development will also be discussed, as well as why those methods are not suitable 

for security enhancing programs.  I will also present information regarding current ideas on 

making security more usable for the general public without changing the user's normal behavior. 

Security Policies and Users 
  

The number of users connected to the Internet grows daily.  The World Wide Web, the 

most visible aspect of the Internet, provides millions of opportunities for malicious users to try 

and gain access to information they should not view.  The media often glorifies the most 

spectacular cases, such as a government website that was defaced or an E-Mail virus that 
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crippled large companies, but places less emphasis on the common people who are more at risk 

for a security breach than anyone else.  Existing web browsers attempt to court users by having 

the latest features before their competitor, but this race leaves less time for testing and 

verification resulting in unstable applications or security holes that attackers quickly exploit.  

These features, such as cookies, Java applets, JavaScript, CGI scripts, or ActiveX controls, were 

created to help make Web activities more versatile, but initially produced undesired effects.  One 

such exploit occurred in 1996 when researchers discovered that it was possible to program a Java 

applet to delete files on a user's hard drive without the user's knowledge [8:61]. 

 More technical methods of web security have been offered to help combat against 

security and privacy breaches.  SSL works within the Internet's main communications protocol to 

provide a secure method for clients and servers to communicate.  This is especially useful for 

online stores that need to obtain user information like credit card numbers securely.  The idea of 

having anonymous users also appears.  This protocol allows users to access a third party web site 

which retrieves the information the user wishes to view and sends it back to the user without the 

server knowing who originally requested the information.  Anonymous services help protect 

user's privacy [5:332]. 

User Interface Development Methods 
 
 An interface is dependent on its application and intended functionality, thus no standard 

for interface development exists.  This is evident in user interface trends today since users are 

more familiar with learning how to use a piece of software rather than developers spending a 

large amount of time creating an acceptable interface [4:43].  There have been studies, however, 

to try and determine how user interfaces should be designed.  Critical systems where human life 

is at stake, for instance, should have simple interfaces for an operator to use properly while under 
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stress, yet not too simple as to facilitate catastrophic errors.  The software should also cater 

towards users of different technical backgrounds, skill levels, and needs [7:20].  A methodology 

to try and create adequate interfaces exists by utilizing ideas like user observation and constant 

feedback analysis [1:145].   

 Despite the methods of creating practical user interfaces, they are often inadequate for 

security applications.  Jef Raskin, the leader of the Macintosh project, proposes an idea that says 

pop-up messages should be kept at a minimum [6:178].  When applied to security messages in a 

web browser, however, this does not apply since the messages should only occur when a security 

breach occurs, thus there is no real method of minimizing the number of windows that display 

when they are all potentially important.  The security settings are also often buried under menus 

or located in an area where users are unlikely to look.  While the latter is a result of trying to 

separate security settings from regular settings, it goes against normal human practices.  For most 

software applications, it is unnecessary to know the details of how the software works in order to 

use it.  When a user uses a word processor, he or she does not need to know how the word 

processor stores its information in order to create a document, modify an existing document, etc.  

Security applications are different in this regard.  A study on the usability of PGP (Pretty Good 

Privacy, a cryptographic system that allows users to send E-Mail securely) showed that users 

who did not understand how PGP worked, even on a basic level, combined with an interface, that 

was not as helpful as originally though, were more prone to mistakes than users who took the 

time to learn the details of the program [10].  Thus, it was clear that even programs with 

seemingly adequate interfaces failed when it came to informing the user exactly what he or she 

should do to use it correctly. 
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Making Security Usable 
 
 The area of security application user interfaces is relatively new.  Groups like the Special 

Interest Group for Human-Computer Interactions have specialists who help create user interfaces 

for various applications, but often lack the expertise to design interfaces for security applications.  

There are many reasons why user interfaces for security applications are difficult to develop.  

First and foremost, the developer must understand the underlying security principles behind the 

application.  The developer also cannot afford to misunderstand how the application should be 

used or the user cannot fully utilize the protection the software offers [9:3].  There are methods 

used in practice to try and determine what users will respond to as well as what they want out of 

their software.  These methods are much like those discussed earlier, user observation and 

feedback analysis, but also required users to understand how the security software worked and 

how it would react in certain situations [3:4].  It is clear that more study into user interfaces for 

security applications, as well as a method of educating users, is needed to successfully create a 

practical user interface. 

IV.  Statement of Project Activities 
 
 In order to complete my thesis, a detailed set of activities and an associated schedule are 

detailed.  These items will serve to measure my progress.  It may not be possible to strictly 

follow the schedule since circumstances always arise when some sections may get delayed. 
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A.  Activities 
 
 The activities described here outline the steps I plan to take to complete my project 

successfully.  The time ranges specified are only estimates and each section may take more or 

less time to complete depending on my proficiency in each and the actual difficulty of the task. 

1.  Background Information 
 

Before beginning the evaluation project, I must familiarize myself with a number of 

items.  The test application will most likely be written in Java, since Java can easily 

interact with other software, like a web browser.  I do not know Java; however my 

knowledge of C++ should facilitate its learning.  I anticipate that it should not take more 

than two or four weeks to understand the basics of Java and begin to design the 

application.  I must also understand what policies web browsers use to determine security 

issues and how they are handled.  Additionally, I need to research the kinds of security 

breaches that may be possible through web scripts or controls so I can properly simulate 

them in my test application.  This activity should take two to four weeks as well. 

2.  Test Application Function Formulation 
 

The Java test application needs to have a specific set of functions to perform.  What types 

of security errors should it simulate?  How do I determine severity levels for the different 

kinds of security breaches?  What kinds of design differences should I incorporate:  only 

one kind, like color changes, or multiple variations?  These questions must be answered 

before the application is created and testing can begin.  Determining application 

functionality should take approximately two weeks. 
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3.  Create Test Application 
 

The test application must be built and tested to make sure it functions as expected and has 

no unintended consequences.  This application should run in the background so the user 

has no knowledge that a supplementary software program is running while they are 

testing the system. The application should also have some mechanism uniquely identify 

each user and record their actions regarding security screens.  Application creation may 

take three to four weeks, perhaps longer if major bugs arise. 

4.  Gather Test Group 
 
An appropriate test group must be collected in order to use my application.  Ideally, the 

test group should not know the true task they are performing, lest they be inclined to 

think more about what they are doing.  The group should probably consist mostly of 

"novice" users, but "expert" users must also participate since the Internet is comprised of 

all kinds of users.  It should take a week or two to gather a suitable test audience. 

5.  Test Group 
 

The test group must be given a task to perform which will utilize my application.  It may 

be best to separate test users so that they do not influence each other's decisions when 

confronted with a security operation.  Testing should be spread across two or three 

weeks.   

6.  Analyze Data 
 

The data from testing must be analyzed to determine user habits and whether or not the 

different types of displays were any more or less effective than current designs.  Analysis 

should take one to two weeks. 
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7.  Formulate Design Methods 
 

Based on the results from the data analysis, I will form a set of design rules regarding 

what will and will not work.  Some further analysis should also be done to determine if 

the scope of the evaluation could be scaled for other security applications.  This process 

should take one to two weeks. 

8.  Final Technical Document 
 

Throughout the process of my project, I will gather data for my final technical paper.  

The majority of the work will probably take the latter two months of the entire project to 

complete as various data arrives. 

 

 Since my project hinges directly on whether or not the test application can be built, the 

amount of time allotted to testing it may be too short to glean any real meaningful results.  

Programming takes variable amounts of time and is very difficult to specify precisely, especially 

when the language is unfamiliar, which is the case for me.  I will hopefully be able to test my 

application on at least a small group of users, if I do not have time to test on a wider range of 

users.  In the event that my application takes overly long to create and cuts into testing time, it 

may be necessary to hand the formal testing aspect of this project to someone else. 
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B.  Schedule 
 
 The following chart graphically represents my activities and the length of time I 

anticipate each activity will run. 

 

Task October November December January February March 
1             
2             
3             
4             
5             
6             
7             
8             

 
Task 

Number 
Description 

1 Background Information 
2 Test Application Function Formulation 
3 Create Test Application 
4 Gather Test Group 
5 Test Group 
6 Analyze Data 
7 Formulate Design Methods 
8 Final Technical Document 
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C.  Personnel 
 
 During the course of my project, I will need the assistance of several people.  Most 

notable, my technical advisor, David Evans of the Computer Science Department, will help me 

refine my project and help me contact the right people so that I can test my application properly.  

Additionally, Rosanne Welker of the TCC Department will help me understand how my thesis 

project should proceed and possible aide in the generation of my technical report. 

 I have also contacted some people outside of the University who may help my project.  

Since Mozilla is a web browser whose source is open for anyone to see, I asked some of the 

security developers for assistance.  Mitchell Stoltz from Netscape has offered to assist me in 

understanding security policies and how web browsers use them, if possible.  Additionally, those 

who correspond regularly on the newsgroup netscape.public.mozilla.security should be able to 

help as well. 

 Depending on if this projects becomes more complicated than I anticipate, I may have to 

ask for the assistance of others in completing my tasks. 

D.  Resources 
 
 For this project, I will need the use of a computer and a means in which to compile Java 

applications.  I have my own computer and I can easily obtain a Java compiler.  I will also need 

to gather Java resources since I must learn Java on my own.  Sun Microsystems will have much 

information on Java and Java compilers that I can look into, since they developed Java. 
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V.  Expected Outcomes 
 
 After I finish writing an application that tracks how users react to security messages, I 

will learn what methods are effective in interface design. It will be difficult, as many users are 

already used to dismissing current messages without a second glance.  If my application can 

successfully divide security issues into subcategories, display them differently based on severity 

and track the user's responses, then the application itself is complete.  The analysis of the data 

determines the completeness of the project.  Ideally, the information should show what users 

react to and for how long.  That is, since users are predisposed to ignoring web browser security 

messages, how long will it take for them to ignore different looking messages?  If the results I 

find reveal that showing different kinds of messages based on the security problem catches the 

user's attention and makes them think about what they are doing, I will have found some design 

methods for this particular aspect of security interfaces.  If the results show the opposite, then I 

will know what aspects of interfaces are ineffective and should be avoided in future 

implementations. 
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Appendix A 
 
 This appendix describes the cost of the resources I will need for my project. 

Budget and Equipment 
 
 As stated in Section IV Part D, I have my own computer to use to develop the application 

in this project.  The cost of the Java tools I will need are unknown at this time, since I do not 

know all of the tools I need.  In any case, I do not anticipate the cost being outside of my own 

personal range or my department's, should I deem it necessary to request the resources from 

them.  Java tools are readily available online and offline, thus I should have no problems 

obtaining them during the time frame of this project. 
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